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Abstract

This chapter examines the interplay between the European
Union’s Artificial Intelligence Act (EU Al Act) and the Council of
Europe’s Framework Convention on Artificial Intelligence (CoE
Framework Convention), with a particular focus on their
implications for private law. While international debates on Al
governance often emphasize public law regulation, private law
remains central to mediating the effects of Al on individuals’ rights
and interests in areas such as consumer protection, data protection,
tort liability, and contract law.

The analysis highlights the complementary nature of the two
frameworks. The Al Act represents the first comprehensive and
directly applicable regulatory regime for Al, adopting a risk-based
approach that imposes concrete obligations on providers,
deployers, and users of Al systems. By contrast, the CoE
Framework Convention is the first binding international treaty on
Al, articulated around human rights, democracy, and the rule of
law. It provides a normative compass rather than detailed technical
regulation, empowering domestic courts and legislatures to adapt
existing private law regimes to the challenges posed by Al.

Through case studies of consumer, data, tort, and contract
law, the paper demonstrates how the Convention can broaden
individual protections while the Al Act offers legal certainty and
harmonization within the EU. Section 3.5 further shows that the
Convention exerts influence not only through interpretation and
legislation but also through policy development, with potential
transnational reach beyond Europe.

The paper concludes that the Al Act and the CoE Framework
Convention should not be viewed as competing instruments but as
complementary pillars of Al governance. Together, they balance
enforceable obligations with principled direction, laying the
groundwork for a private law framework that safeguards human
dignity, fairness, and democratic accountability in the digital age.
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1. Introduction

The development, deployment, and wuse of artificial
intelligence (Al) have evolved through several distinct phases over
the past seventy years!. With the widespread availability of
generative Al (genAl) and agentic Al systems, Al is now frequently
used in diverse domains such as finance, healthcare, education,
logistics, employment, and some phases of the administration of
justice. Since 2022, as the potential and level of autonomy of next-
generation Al have become more apparent, global concerns have
intensified around transparency, security, trustworthiness,
fundamental rights, sustainability, and energy consumption. In this
context, regulating AI has emerged as one of the foremost
challenges of modern governance?. The growing pervasiveness of
Al has created an urgent need for regulatory safeguards that both
protect fundamental rights and uphold democratic accountability.
In response, governments and institutions worldwide have
pursued regulatory frameworks designed to ensure the
development of human-centric and trustworthy Al systems3.

*Assistant Professor of Private Law, Bilkent University, Turkey.

1 Gstrein and others (2024), p. 6.

2 See, for instance, Zaidan and Ibrahim (2024).

3 For detailed information see, Pirozzoli (2024); Papagiannidis and others (2025);
Batool and others (2025).
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Several global frameworks have already been developed to
guide Al governance. Among the most notable are the OECD Al
Principles (2019), the Al Guidelines (2019), and the UNESCO
Recommendation on the Ethics of Artificial Intelligence (2019).
These instruments establish the foundational legal principles and
standards expected of developers and deployers of Al systems.

As a rapidly advancing technology, Al has been subject to
the EU’s regulatory attention since 2017, with particular emphasis
on data protection, digital rights, and ethical standards* Within this
context, Europe has taken a leading role by introducing two
landmark initiatives: the European Union’s Artificial Intelligence
Act (EU Al Act) and the CoE Framework Convention. These
initiatives are unprecedented in both scope and ambition, aiming to
regulate the development, deployment, and use of Al Crucially,
they represent the first binding international frameworks for Al
governance, carrying normative influence well beyond Europe’s
borders®.

While the central focus of this article is the CoE Framework
Convention, the Al Act will also be examined where relevant,
particularly in connection with its implications for the future of
private law within the EU.

The EU Al Act represents a comprehensive, risk-based
approach to Al regulation and sets a global precedent in this field.
Closely aligned with other major EU digital initiatives —such as the
GDPR, the Digital Services Act, the Digital Markets Act, the Data
Act, and the Cyber Resilience Act—the Al Act reflects the Union’s
broader strategy of establishing a coherent regulatory framework
for the digital age®. It must also be highlighted that there is a
complementary relationship between the Al Act and the directives
on Al liability”. According to Recital 9 of the Al Act, it aims to
promote the dissemination of anthropocentric and reliable Al,
ensuring a high level of protection for health, safety, and
fundamental rights. In a parallel stance, the directives on Al liability

4 European Council (2017).

5 For detailed information regarding the instrument of a CoE Framework
Convention as opposed to the instrument of an EU Regulation, see, Ziller (2024),
202-227.

¢ Costa Andrade and Solarte-Vasquez (2024), p. 134.

7 Zarra and Ruoppo (2025), p. 41.

1313



ITALIAN JOURNAL OF PUBLIC LAW, VOL. 17 ISSUE 4/2025

aim to regulate certain aspects of liability actions resulting from
damage that may arise from the use of such products and services?.

In parallel, the Council of Europe has undertaken extensive
research on the intersection of Al and human rights. The resulting
CoE Framework Convention responds to the growing societal
impact of Al across diverse domains, from healthcare to public
administration, by seeking to ensure that its development and use
remain ethical, responsible, and consistent with fundamental
values®. Its overarching aim is to create a legal framework that
safeguards the public interest while preventing Al technologies
from undermining democratic principles and human rights'°.

The Convention articulates three key principles: human
responsibility, transparency, and non-discrimination. Human
responsibility ~ requires that identifiable individuals or
organizations remain accountable for the actions and outcomes of
Al systems. Transparency mandates that Al-related decisions and
processes be understandable, explainable, and traceable. Non-
discrimination prohibits Al systems from generating or reinforcing
inequalities based on characteristics such as ethnicity, gender, or
other protected attributes!!.

This paper examines how the CoE Framework Convention
may influence and accelerate the evolution of domestic private law,
with particular attention to consumer protection, data protection,
tort liability, and contract law. Comparisons with the EU Al Act will
be introduced where relevant. The central argument is that,
although the Convention does not directly regulate private legal
relationships, it establishes normative standards capable of guiding
both judicial interpretation and legislative reform.

2. The EU AI Act and the CoE Framework Convention:
Complementary Approaches

The AI Act is the first comprehensive and directly applicable
regulatory framework for Al at the global level. It adopts a risk-

8 Artificial Intelligence Act, 2024, Recital No. 9

 For a thorough analysis of the process starting from the establishment of
ADHOC Committee on Al (CAHAI) and CAI see Morawska (2024).

10 Kolfschooten and Shachar (2023).

11 Malacka (2024), p. 137.
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based approach!?, classifying Al systems into hierarchical
categories: unacceptable risk, high risk, and limited or minimal risk.
Applications such as Al systems used in judicial proceedings,
creditworthiness assessments, and insurance underwriting fall
within the high-risk category. For these systems, the Act imposes
stringent obligations concerning transparency, human oversight,
and conformity assessment. Importantly, the Al Act applies across
the Al value chain, including producers, deployers, importers, and
distributors, thereby ensuring that accountability is embedded at
every stage of development and use'®. Consequently, we agree with
Ebers that the Al Act has significant consequences for providers,
(professional) users, consumers, and citizens across the European
Union and beyond!4.

By contrast, the CoE Framework Convention constitutes the
first legally binding international treaty dedicated to the
responsible use of AI'S. Instead of prescribing detailed regulatory
obligations, it sets out overarching principles rooted in human
rights, democracy, and the rule of law. Its ultimate effectiveness
depends on how domestic legal systems translate these values into
concrete legal norms and practices. In this sense, the Convention
provides a kind of constitutional DNA —normative foundations
that national private law systems can absorb, interpret, and reflect
in their own regulatory landscapes.

At present, two major legal frameworks on Al governance
exist, developed by different institutions, with parallel objectives
but provisions that are not entirely aligned. While both aim to
ensure responsible and trustworthy Al, their approaches and
implications diverge. The EU Al Act provides a detailed, risk-based
regulatory framework that is directly applicable within the EU
member states, whereas the CoE Convention establishes
overarching principles with broader geographic reach. As one
commentator observes: “There is also the critical question of the
interplay between the EU Al Act and the Council of Europe Al

12 Gasiola (2025), p. 106189. The Al Act structures obligations according to
different risk levels, but the widely cited “pyramid of risks” used by the
European Commission does not accurately reflect the classification process. A
corrective model has been proposed by Gasiola in a recent research article
showing that a binary decision diagram better captures how Al systems are
classified and which obligations attach to them.

13 For detailed information on the Al Act see: Smuha and Yeung (2025), p. 233.

14 Ebers (2024), p. 215.

15 Digital Strategy (2024).
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Convention. Certain provisions of the Convention seek to obtain
alignment between the Al Act and the Al Convention. But the mandate of
the Council of Europe is distinct from the European Union, as is the
membership. The relationship between the EU legal institutions and the
COE legal institutions might best be understood as a binary star system,
with each exerting gravitational force on the other even when the EU seeks
to direct the motion of the COE.” This metaphor underscores that the
two frameworks, while distinct in scope and mandate, will have to
operate in constant interaction, shaping one another’s trajectory
and together setting the normative course of Al governance in
Europe and beyond!®.

Many commentators argue that the two instruments should
not be seen as competitors but as complements. The Al Act supplies
the “prose” of detailed regulatory obligations, while the
Framework Convention offers the “lyric” of ethical principles and
normative commitments. Together, they define both the structural
framework and the value orientation of Al governance. As one
analysis explains: “The Convention puts the lyric to the prose that is the
Al Act. The Al Act establishes the foundations and structures of a safe and
trusted Al ecosystem, while the Convention focuses on its impact on people
and democratic society. The Al Act is methodical, detailed, and precise,
charting a clear path through technical and legal complexity by setting
firm standards and concrete obligations for providers, deployers, and users
of Al systems. In contrast, on the lyrical side, the Convention rises to
normatively integrate the fundamental values, ethical principles, and
human rights that should guide the evolution of AL.” In combination,
this interplay of prose and lyric not only shapes public regulatory
regimes but also carries important implications for private law
domains such as consumer protection, data protection, contract,
and tort, where enforceable rules must increasingly be interpreted
considering overarching normative commitments.

Other scholars argue that the Convention adopts a broader
approach than the EU Al Act by placing the protection of human
rights at its core, rather than prioritizing market regulation!’. As
Malacka observes: “The Council of Europe’s Convention on Artificial
Intelligence does not explicitly categorize Al systems by risk level. Instead,
it sets out an important level of obligations for all Al systems that may
affect human rights, democracy, and the rule of law. This broader approach

16 Rotenberg (2025), p. 961.
17 Malacka (2024), p. 139.
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reflects an emphasis on rights protection rather than just risk
management. In this way, the Council of Europe’s Convention focuses on
the protection of individuals from potential interference with their rights,
which goes beyond the traditional risk management approach.” Their
perspective highlights that, while the AI Act's detailed risk
categories create operational certainty for providers and deployers,
the Convention’s rights-centered framework may exert greater
influence on private law by shaping doctrines of liability, consumer
protection, and contractual fairness through a direct appeal to
fundamental values!s.

Although both instruments share common concerns and
goals, particularly with respect to the risks Al poses to human
rights, democracy, and the rule of law, it is natural that their
approaches diverge!®. The Al Act represents a highly detailed,
market-regulatory instrument that imposes specific obligations
directly upon private actors. Some commentators even characterize
its approach as marking a shift from reactive to proactive Al
governance®. By contrast, the CoE Framework Convention is a
value-oriented public international law instrument, offering a
constitutional foundation from which domestic legal systems,
including private law, may draw. Despite areas of overlap, the two
frameworks differ significantly in scope, enforceability, and
objectives?!. Moreover, because of their distinct competencies,
memberships, institutional structures, and mandates, they rely on
different models and mechanisms to achieve their aims, even as
both exercise important “transnational legislative and judicial
functions”?2,

Silvia de Conca underscores this point by noting that the EU
has announced its intention to implement the Framework
Convention through existing laws such as the Al Act and, likely,
through instruments like the GDPR and the Digital Services Act.
She finds this notable, since the AI Act is primarily directed at
ensuring market safety and does not provide direct remedies for
individuals harmed by Al systems?3. This observation highlights a
key gap: while the AI Act governs the responsibilities of providers

18 Malacka (2024), p. 141.

19 See Almada and Ruda (2024), p. 660-662.

20 For more information see Gstrein and others (2024).
21 Malacka (2024), p. 136.

22 Levantino and Paolucci (2024), p. 4.

2 De Conca (2024).
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and deployers, it is within private law —through mechanisms of
consumer protection, data protection, tort, and contract—that
individuals may wultimately seek redress. The next section,
therefore, turns to the role of private law in AI governance,
exploring how these frameworks’ interplay may shape judicial
practice and legislative reform at the domestic level.

3. The Role of Private Law in AI Governance

Although international Al regulation is often discussed
through the lens of public law, private law remains a critical
domain through which human rights and societal values are given
practical effect. Obligations and remedies arising in horizontal
relationships, such as between producers and users, platforms and
consumers, or employers and workers, ultimately determine how
individuals and businesses experience Al in their daily lives.

One author rightfully states that it is clear that the Al
Convention would not create new rights but reaffirm the global
core principles that have reached a level of consensus in Al
guidelines and other Al-related instruments. These core principles
highlighted by the AI Convention are the principles of human
dignity and individual autonomy, transparency and oversight,
accountability and responsibility, equality and non-discrimination,
privacy and data protection, reliability and safe innovation. The
CoE Framework Convention does not directly regulate private
law?%. Nonetheless, its principles exert both interpretive and
legislative influence across several core areas. As Rotenberg has
observed, “Laws that govern Al interact with other legal rules, including
consumer protection, copyright, data protection, national security, and
privacy”?5. This interdependence underscores that private law is not
separate from Al governance, but an essential mechanism for
embedding rights and values into everyday contexts.

An illustration of this dynamic can be seen in the
Convention’s principle of transparency and oversight (CoE
Framework Convention, Article 8). While this broadly aligns with
transparency requirements under the EU Al Act, the Convention
extends the principle beyond technical documentation to include
the identification of Al-generated content. This responds to

24 Lebret (2025), p. 106.
25 Rotenberg (2024), p. 620.
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concerns about the risk of manipulative or misleading outputs and
their impact on public discourse and democratic processes. The EU
Al Act, by contrast, imposes transparency duties only in defined
contexts, such as chatbots, emotion recognition systems, and
deepfakes, and does not establish a general duty of Al disclosure?°.

The CoE Framework Convention’s Article 14 on Remedies
and Redress has significant implications for private law. It requires
parties to ensure effective remedies where Al affects human rights,
including the obligation to make documentation on significant Al
systems available to affected persons.

At the same time, States parties are required to take
measures to ensure the availability of effective and accessible
remedies in case of the violation of human rights, through
instruments capable of overcoming the information asymmetry
that exists between those harmed and those who develop or use Al
systems. This emphasis on addressing structural inequalities in
access to information gives crucial importance to the phase
following the impairment of people’s rights, with a view to
ensuring the adoptability of effective remedies. However, the
Convention makes the enforceability of such remedies conditional:
the obligation, and the associated possibility for aggrieved persons
to take legal action, applies only where there has been or there is a
risk of a significant violation of rights. The precise definition of
what counts as “significant” is left to the discretion of States parties
(Arts. 14 and 15)%.

For private law, these provisions can be transformative. In
contractual disputes, the duty to disclose Al documentation
directly empowers individuals challenging contract validity: it
strengthens claims of lack of informed consent, unfair terms, or
misrepresentation. In tort law, victims of harm caused by Al (for
example, through discrimination or unfair automated decision-
making) could rely on such documentation to overcome
evidentiary challenges created by opaque “black-box” systems?s.
This is a clear example of how the Convention seeks to rebalance

26 Chang (2024), p. 94.

27 Zarra and Ruoppo (2025), p. 46.

28 Mihajlovic explains the difference between the two types of black boxes
regarding Al systems, depending on the level of unpredictability, i.e. weak and
strong black boxes. Mihajlovic (2024), p. 336.
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information asymmetry?. In consumer law, Article 14 reinforces
the right to contest manipulative practices and bolsters procedural
fairness by resembling a right to explanation.

Similarly, Article 15 on Procedural Safeguards requires that
individuals be notified when interacting with an Al system rather
than a human. This provision seeks to prevent deception, preserve
autonomy, and protect trust in transactions. In contract law, it may
support claims that a contract is voidable if a party was not
informed that they were dealing with Al, undermining genuine
consent3. In consumer protection, nondisclosure of Al use could
itself amount to a breach of the duty to inform—even if no tangible
harm results3!.

By contrast, the EU Al Act addresses remedies and record-
keeping primarily through obligations imposed on providers of
high-risk Al systems, who are obliged to maintain technical
documentation and logs. However, these records are intended for
regulators and auditors, not directly for affected individuals.
Consumers, therefore, cannot automatically demand access to this
information in private disputes. This limited transparency means
that individuals may struggle to prove contractual invalidity or
tortious liability, as they lack access to the evidence necessary to
establish fault or causation. In practice, redress mechanisms remain

29 Regarding this information asymmetry see Varo$anec (2022), p. 106. On the
path to the future: mapping the notion of transparency in the EU regulatory
framework for Al International Review of Law, Computers & Technology, 36(2), 95-
117. https:/ /doi.org/10.1080/13600869.2022.2060471

30 Mik E (2022). Also see, Andreotta and others (2022).

31 According to Guiding Principles and Model Rules on Digital Assistants for
Consumer Contracts European Law Institute, Article 19, where a digital assistant
does not include the functionality required by Article 8, a person who uses that
digital assistant for their contractual relations with another person must inform
the other person in a clear and intelligible manner at the beginning of their
interaction about the fact that a digital assistant is used, and, in the case of a
digital assistant used by a consumer, that it is used by a consumer. According to
the Article 19 Commentary: This Article requires disclosure by either party,
although only if the digital assistant used by a party does not already contain an
appropriate functionality to disclose that it is being used, as required by Article
8. The main principles state the following important notions: There should be no
barriers to the use of digital assistants, and transactions arranged through a
digital assistant should be legally effective. The obligation to provide pre-
contractual information remains relevant. The use of a digital assistant must be
disclosed by both parties.Twigg- Flesner and other (2025).
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dependent on sectoral law such as the GDPR rather than on a
standalone right to disclosure.

Taken together, these differences reveal two contrasting
approaches. The Council of Europe model empowers individuals
in private law disputes by lowering evidentiary barriers,
mandating remedies, and requiring disclosure of Al interaction. It
strengthens consumer autonomy and facilitates procedural
fairness, though it also risks imposing heavy compliance burdens
on businesses and could generate excessive litigation if every
nondisclosure becomes grounds for challenge. By contrast, the EU
Al Act provides businesses with legal certainty and proportionate
obligations, thereby reducing compliance costs and litigation risks.
Yet it leaves individuals comparatively weaker in private law
disputes, as their direct access to Al-related evidence is limited.

At the top of the regulatory pyramid defined by both the Al
Act and the Framework Convention lie prohibited practices. As
Zarra and Ruoppo?®? note, these prohibitions reflect the recognition
that certain uses of Al systems so fundamentally endanger
autonomy, dignity, or due process that they must be excluded
entirely from the legal order. Article 5 of the Al Act, for instance,
prohibits Al systems employing subliminal manipulation that
undermines self-determination, those enabling social scoring,
predictive policing systems based solely on profiling, and real-time
remote biometric identification in public spaces (subject to narrow
exceptions). Similarly, Article 16(4) of the Framework Convention
codifies the ban on Al practices that irreparably threaten human
rights and democratic values.

These provisions demonstrate a shared baseline between the
EU and the Council of Europe: before private law even comes into
play, the law delineates categories of Al that are considered
fundamentally incompatible with human dignity and the rule of
law. From this starting point, private law operates as a second line
of protection, addressing the many Al systems that are permitted
but require careful regulation in fields such as consumer protection,
data protection, tort, and contract law.

Just below prohibited systems, the regulatory pyramid
defined by both the Al Act and the Framework Convention places
high-risk Al systems. As Zarra and Ruoppo (2025) explain, these
are systems whose deployment is not banned outright but is

32 Zarra and Ruoppo (2025), p. 47-48.
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conditional on compliance with a demanding set of requirements
designed to safeguard fundamental rights. Under Articles 6 and 7
of the Al Act, supported by Annex III, high-risk classification turns
on the likelihood of compromising rights such as equality, non-
discrimination, and due process. Comparable obligations are
articulated in Chapter 3 of the Framework Convention, which
requires rights considerations to inform the entire life cycle of Al
systems33.

To illustrate, Al used in the administration of welfare
benefits, in credit scoring, or in criminal investigations may directly
affect vulnerable individuals and thus trigger heightened
obligations. The Dutch “SyRi” case, where discriminatory data
inputs distorted welfare fraud detection, highlights the dangers of
insufficient safeguards. Both instruments therefore require robust
risk management, dataset quality and representativeness,
transparency and explainability, and human oversight (Al Act
Articles 9-15; Framework Convention Articles 8, 10, 12, 16)34.

High-risk Al thus represents the middle tier of the
regulatory pyramid: not prohibited but tightly constrained by
obligations intended to neutralize its most dangerous effects. For
private law, this distinction is significant. Many of the liability,
consumer protection, and contractual disputes likely to arise will
involve systems falling into this “high-risk” category —where
obligations exist but must be operationalized through domestic
law. In this way, the Al Act and the Framework Convention jointly
frame the terrain within which private law remedies must operate.

Before turning to specific fields, it is useful to underline this
general distinction: the Framework Convention favors individual
empowerment through rights-based safeguards, while the EU Al
Act prioritizes regulatory oversight and market stability. The
interplay between the two will shape not only public regulation but
also the future contours of private law.

3.1 Consumer Protection

In late 2024, the OECD warned that “stronger consumer
protections [are] needed to address current and emerging harms
consumers face online.” Based on a survey of more than 35,000
respondents across 20 countries, the findings led to the adoption of

3 Zarra and Ruoppo (2025), p. 41.
3¢ Zarra and Ruoppo (2025), p. 47-48.
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a Declaration committing to enhanced consumer protection during
the digital and green transitions. The Declaration emphasizes the
need to address both existing and emerging online harms,
encourages businesses to adopt fair practices, and calls on
governments to ensure protection for all consumers — particularly
vulnerable groups such as children, older individuals, and
infrequent internet users.

It is well established that Al offers significant benefits for
consumers3®, but do these advantages outweigh the challenges
under the current legal framework? Building on these concerns,
Busch argues that agentic Al represents a game-changer for EU
consumer law. Current frameworks are premised on human
decision-making in transactions, but increasingly, Al agents acting
as “algorithmic consumers,” “machine customers,” or “custobots”
will autonomously make purchasing decisions on behalf of users®”.
This rapid shift raises fundamental questions about how (and if)
consumer law should adapt. Currently, EU consumer law is built
on the principle that consumer protection instruments such as pre-
contractual information duties, documentation requirements,
formal requirements for concluding consumer contracts, and
withdrawal rights apply shortly before and after the conclusion of
a contract, ensuring that consumers can make a free and informed
decision.

Busch stresses the importance of policymakers updating
existing frameworks to ensure that consumers can both benefit
from these technologies and remain protected from new forms of
harm38. According to the author, “consumer protection (...) must
address the design requirements for Al agents. As a consequence, we might
see a shift of focus away from consumer contract law towards a design-
based approach to consumer protection”3°. Such a paradigm shift would

35 OECD (2024).

3 For a recent evaluation of the challenges and opportunities of Al for consumers
see Terryn and Marquez (2025).

87 Busch (2025), p. 2-3.

38 Busch (2025), p. 2-3.

3 The author further states: “The human decision-making process takes place
(...) when the consumer deploys the Al agent, defines parameters, and sets
preferences for the operation of the Al agent (e.g. defining a maximum value for
transactions, or specifiying particular suppliers). Therefore consumer protection
has to step in at an earlier stage and it must address the design requirements for
Al agents. As a consequence, we might see a shift of focus away from consumer
contract law towards a designbased approach to consumer protection. This trend
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require policymakers, regulators, and industry stakeholders to
collaborate in setting clear design standards that embed consumer
safety and trust at the core of Al development.

The EU AI Act does not directly aim at protecting
consumers. It aims to create ‘a high level of protection of health,
safety and fundamental rights” in general. Considering the concerns
related to safety and property, autonomy, privacy, and the fairness
of contracts based on algorithmic decisions, there is no doubt that
the AI Act will have a lasting impact on consumers as well*?. As
Martin Ebers has argued, the Al Act is fundamental to consumer
law despite not being designed as a consumer protection
instrument. Its mandatory ex ante requirements must be fulfilled
before an Al system can be placed on the market, in contrast to
traditional consumer law, which only governs products and
services already available. Moreover, the Al Act is likely to shape
both European and national consumer law: compliance with its
provisions may pre-empt stricter national measures, while breaches
of the Act could generate spillover consequences under consumer
law regimes. In this sense, although the Act’s primary focus is on
safety, health, and fundamental rights, it nonetheless exerts a
profound, if indirect, impact on consumers and the evolution of
consumer law*l.

In parallel, the CoE emphasizes these issues in the
Framework Convention. The Convention provides guidance on
liability when Al systems cause harm and addresses situations in
which Al may infringe upon privacy or consumer protection rights.
By linking rights-based principles to consumer protection, it
highlights the need to ensure that individuals retain meaningful
safeguards even as Al systems take on more autonomous roles in
the marketplace.

The Convention frames Al systems as subject to human
accountability, reflecting its human-centric and rights-based
approach®2. It obliges states to adapt domestic laws to prevent Al

is also reflected in the work of the European Law Institute on Al agents. The ELI
DACC Model Rules combine design requirements for Al agents with contract
law rules. The idea here is that “the objective of ensuring high levels of consumer
protection in respect of digital assistants is best achieved through a combination
of ex ante requirements and ex post rights’” (See Busch (2025), p. 17).

40 Ebers (2024), p. 216.

41 Ebers (2024), p. 216.

42 Chang (2024), s. 93. The principle of human dignity and individual autonomy
(Article 7) is not as prominently featured in the EU AI Act. This principle
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from undermining consumer rights. While it indirectly covers
augmented consumers (humans assisted by Al), it leaves
unresolved the status of algorithmic consumers, where the
decision-maker is no longer human at all. Domestic courts and
legislatures may nonetheless look to the Convention’s values, such
as transparency, accountability, and fairness, to reinforce consumer
protection. These principles could translate into greater
transparency obligations for algorithmic decision-making, the
creation of mechanisms enabling individuals to contest adverse
automated outcomes, and the substantive review of contractual
terms generated or enforced by opaque Al systems.

In this way, the Convention can serve as a benchmark for
identifying and addressing gaps in consumer law when confronted
with Al-specific risks. Its approach provides a stronger shield
against manipulative practices, such as covert Al-generated
advertising, and thereby enhances consumer autonomy and trust.
By contrast, the EU Al Act only partially addresses such concerns,
with the risk that manipulative or misleading Al content may
escape scrutiny outside the narrowly defined “high-risk”
domains*}. The Convention thus offers a more robust framework
for consumer protection, though at the cost of heavier compliance
burdens for businesses.

Building on this, Ebers emphasizes that the Al Act should
not be classified as consumer law in the strict sense, but rather as a
product safety law with fundamental rights implications. Whereas
EU consumer law protects the economic interests of consumers
once products and services are already on the market, the Al Act
functions ex ante by prohibiting certain systems outright and
requiring conformity assessments before market entry. In this way,
the AI Act operates as a protective shield that indirectly strengthens
consumer safety. After an Al system has entered the market,

underscores the Convention’s human-centric approach, emphasizing the need to
respect the inherent worth and agency of individuals in the face of increasingly
autonomous Al systems.

4 Ebers (2024), p. 215 ff.
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however, it is primarily EU consumer law acquis (and related
regimes**) that ensures customer protection®.

Crucially, Ebers argues that the Al Act and EU consumer law
cannot be treated as “two worlds apart.” Their provisions are
deeply interconnected, and the manifold points of interplay must
be considered both when drafting and applying legislation*¢. This
insight becomes even more salient when viewed alongside the CoE
Framework Convention, which supplements both regimes by
embedding human dignity, fairness, and autonomy as guiding
principles. Taken together, the Al Act, EU consumer law, and the
Convention form a layered architecture of protection: the Al Act
imposes ex ante safety requirements, consumer law provides ex
post remedies, and the Convention ensures that human-centric
values remain the ultimate benchmark for both.

3.2 Data Protection and Privacy

Building on the consumer protection dimension, data
protection and privacy form another crucial interface between Al
governance and private law#’. Novelli and others, in their recent
contribution state that they have identified the following problems
at the intersection of data protection and generative Al: the
appropriate legal basis for Al training; the proper legal basis for
processing prompts; information requirements; hallucinations and
data accuracy; model inversion, data leakage, and the right to
erasure; automated decision-making; protection of minors; and
purpose limitation and data minimization®s.

The CoE Framework Convention addresses these concerns
by requiring that Al systems operate in ways that respect privacy
rights and comply with data protection laws. It seeks to create
safeguards against the misuse of personal data while promoting
transparency, accountability, and oversight in Al-driven data
processing®.

4 For an Overview of Relevant Consumer Protection Instruments (Unfair
Commercial Practices Directive, Consumer Rights Directive,Consumer Sales
Directive 2019/771 (“CSD”) and Digital Content and Services Directive 2019/770
(“DCSD”), Digital Markets Act and Digital Services Act, Unfair Contract Terms
Directive , see Terryn and Marquez (2025), 199 ff.

4 Ebers (2024), p. 234.

46 Ebers (2024), p. 234-235.

47 Novelli and others (2025), p. 4 £f.

48 Novelli and others, (2024) p. 106066.

49 Novatiq (2025).
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The EU AI Act likewise has significant implications for data
protection and privacy, but operates with a different orientation.
The Al Act, in its core, is a product safety law that sets technical
standards to ensure the safe design and deployment of Al
systems®. It does not confer rights directly on individuals. The
GDPR, on the other hand, being a fundamental rights law, grants
data subjects a wide range of enforceable rights. So it is stated that
the GDPR fills the rights gap where Al systems process personal
data, and the AI Act sets out the technical and organizational
requirements for providers, deployers, and other actors. This dual
structure creates important intersections. A company developing
an Al system may simultaneously act as a provider under the Al
Act and a controller under the GDPR; a company deploying an Al
system may be both a deployer and a separate controller for the
data it processes. These overlapping roles illustrate how obligations
under the two regimes must be coordinated in practice>?.

Respect for “privacy and data governance” intends to ensure
that Al systems are developed and used in compliance with privacy
and data protection regulations, through a form of management
that ensures their quality, integrity, and relevance to the sector in
which the systems are deployed. Again, we are dealing with rights
already recognized by the EU Charter of Fundamental Rights (Art.
8) and the European Convention on Human Rights (ECHR, Art. 8).
Confidentiality, however, takes on particular features in the
operation of Al systems, since while training the machine, the
developer is required to make use of appropriate datasets, to avoid
distortions and inaccuracies in its operation, thus contributing to
the development of the right to the protection of personal data and
its compliance with needs arising in the actual digital environment
(AL Act, 2024, Art. 10 et seq)>>. By imposing strict compliance
requirements on high-risk Al systems, it reinforces the protection
of personal data and attempts to mitigate risks associated with
large-scale or opaque Al processing®. Yet, the two frameworks
differ in scope: while the AI Act primarily integrates data protection

5 Almada and Petit (2025), p. 86 and 119: “The Al Act is nominally concerned
with fundamental rights and product safety. But it is effectively designed as a
product safety instrument.”

51 Clark and others (2024).

52 Zarra and Ruoppo (2025), p. 44.

53 See Hohmann and Kollar (2025), p. 8.
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as a component of market regulation, the Convention situates
privacy within a broader human rights framework.

Levantino and Paolucci note that the evolution of European
data protection illustrates the exchange of standards between the
Council of Europe and the European Union. The Council of Europe
was an early pioneer®, but the EU, subsequently set the benchmark
through the GDPR. The authors suggest that, had the Al
Convention incorporated provisions resembling those of the Al
Act, similar to how Convention 108 was updated in line with the
GDPR, it could have expanded the reach of rights protections
beyond EU membership®. They also highlight a limitation: while
the Convention sets out minimum standards, it does not explicitly
provide mechanisms for detailed addenda or protocols, a feature
typically associated with international framework instruments.

Nardocci underscores this divergence by observing that the
EU initially treated the regulation of Al as an extension of data
protection law, focusing almost exclusively on privacy. By contrast,
the Council of Europe from the outset insisted that Al must be
subordinated to the full spectrum of human rights and fundamental
freedoms. In his words, “a privacy-based approach for the
European Union, and a human rights-based one for the Council of
Europe”5é.

The CoE Framework Convention also emphasizes the right
to redress for individuals harmed by the improper or unauthorized
use of Al, thereby linking privacy to remedies and accountability>’.
This contrasts with the EU framework, where Article 22 of the
GDPR provides only limited safeguards against fully automated
decision-making —its scope is narrow, and enforcement uneven.
The Convention’s broader emphasis on accountability and
oversight implies that private actors may owe duties extending
beyond the GDPR’s minimum requirements. These may include
obligations to design Al systems with privacy by design and by
default, enhanced transparency in profiling and risk-based
processing, and guarantees of human intervention and
contestability in sensitive contexts such as employment, finance,
and insurance. Another author believes that the contribution of the
Convention is modest. Accordingly, the CoE Framework

54 Levantino and Paolucci (2024), p. 7.

55 Levantiono and Paolucci (2024), p. 12.
56 Nardocci (2024), p. 171.

57 Hueso (2024).
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Convention fails to provide specific guidance on the right to
privacy and personal data protection. The state obligations are laid
down minimally (“Respect individual autonomy!”), without an
obligation to provide and fulfil, which would have been a more
conducive framework for identifying positive obligations to take
actual measures®.

Recent scholarship has also highlighted the particular
challenges posed by generative Al models. Novelli and others
argue that such models may themselves constitute personal data
under certain conditions, which could open the door to erasure
requests directed at the entire model. This provocative view
underscores the inadequacy of relying solely on existing GDPR
provisions to address Al-specific risks. The authors suggest that a
tailored GDPR exemption for Al training, combined with robust
safeguards and privacy-preserving techniques, may be required to
balance innovation with the protection of individual rights. They
further highlight the importance of opt-out rights and the potential
role of “machine unlearning” in giving substance to the right to
erasure. In this respect, the debate around generative Al both tests
the limits of existing data protection law and illustrates the
interpretive influence the Framework Convention may have in
guiding future reforms®.

Finally, the Convention’s articulation of principles such as
purpose limitation, data minimization, and algorithmic
transparency suggests that its normative influence may extend well
beyond Europe. Jurisdictions outside the EU may look to these
standards when shaping their own data protection frameworks,
thereby reinforcing the Convention’s role as a global benchmark for
privacy in the age of Al

3.3 Non-Contractual Liability

The allocation of liability for harm caused by autonomous or
semi-autonomous Al systems remains unsettled globally. Domestic
legal systems vary between fault-based and strict liability regimes,
yet existing doctrines often struggle to address the unique risks
created by Al’s opacity, autonomy, and unpredictability.

Malacka observes that the EU’s regulatory efforts encompass
not only market safety but also broader objectives such as

58 Lebret (2025), p. 110.
59 Novelli and others (2025), p. 4-9, 14.
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increasing transparency, promoting human rights, and mitigating
Al-related risks. A central element of the EU strategy is the
development of a civil liability regime for Al-related harm®. By
contrast, the Council of Europe’s Framework Convention focuses
explicitly on protecting human rights from the risks associated with
Al It establishes obligations designed to prevent discrimination,
invasions of privacy, and other violations of fundamental rights,
while also reinforcing democratic values by requiring transparency
and accountability in the use of these technologies. The Convention
thus aims to reduce the risk of Al being misused to manipulate
public opinion, spread misinformation, or restrict access to justice®.

The Framework Convention also provides a normative
anchor for liability reform. Upholding human dignity and legal
certainty requires effective redress in cases of Al-induced harm. Its
principles could guide domestic reforms in several ways: by
supporting the adoption of strict or presumed-fault liability
regimes for high-risk Al applications; by defining duties of care for
businesses deploying Al, calibrated to the foreseeability of harm
and adequacy of oversight; and by facilitating access to justice
through procedural innovations such as burden-shifting rules or
collective redress mechanisms. Through these channels, the
Convention may promote convergence toward risk-based liability
standards within national private law systems.

The Convention’s approach also suggests that omissions in
transparency could themselves create grounds for liability. For
example, if Al-generated content is not identified as such and
causes economic or reputational harm, the failure to disclose could
be treated as a fault or breach of duty. By contrast, under the EU Al
Act, liability is harder to establish because transparency obligations
are narrower and tied to specific use cases. The practical impact is
that the Convention broadens the basis for liability, offering
individuals stronger avenues for redress, but this expansive scope
may also increase the risk of over-deterrence or excessive litigation.

Liability questions also take on a distinctive dimension with
generative Al systems. As Novelli and others note, the current
classification of such models under the AI Act remains
underdeveloped, relying heavily on computational power as a
proxy for risk. They advocate for refining this classification to

60 Malacka (2024), p. 127.
61 Malacka (2024),p. 137.
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account for real-world use cases and potential harms, including the
inherent randomness of large language models. Importantly, they
call for evidence disclosure obligations to extend beyond high-risk
systems, accompanied by specific guidelines to ensure that affected
users are informed of potential harms. These proposals align closely
with the Convention’s emphasis on transparency and redress,
while highlighting gaps that EU law has not yet addressed
systematically®?. As Lebret emphasizes, large language models
cannot be adequately addressed within the Al Act’s existing risk
framework if categorized as minimal risk, nor can they be regulated
as medical devices absent a medical purpose. The Convention helps
fill this legal gap by enabling the design of a “chain of
responsibilities” across all actors in the algorithmic process, while
also articulating with sectoral instruments. In doing so, it
complements rather than replaces existing frameworks, ensuring
that liability does not fall through regulatory cracks. These
proposals align closely with the Convention’s emphasis on
transparency and redress, while highlighting gaps that EU law has
not yet addressed systematically®3.

3.4 Contract Law and Digital Contracts

Al is increasingly deployed in the negotiation, drafting, and
enforcement of contracts. Al-enhanced smart contracts and
algorithmic contracting mechanisms raise concerns about
information asymmetry, reduced bargaining power, and the
erosion of genuine consent®. As human decision-making becomes
partially or fully displaced by automated processes, traditional
contract law doctrines face new challenges.
The CoE Framework Convention, with its emphasis on dignity and
autonomy, offers guidance for courts in scrutinizing Al-mediated
contracts. Judges may be encouraged to exercise interpretive
caution when assessing clauses generated or enforced by opaque
systems, to question the validity of “programmed consent” in the
absence of genuine negotiation, and to require transparency and
explainability in contractual relationships shaped by Al In this
way, the Convention helps preserve the integrity of private
autonomy in an era of automated contracting.

62 Novelli and others (2025), p. 2-4, 14.
63 Lebret (2025), p. 102.
64 Aksoy (2024), p. 991f.
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Article 8 of the Convention, which mandates transparency
and oversight, reinforces this approach. Transparency encompasses
not only technical explainability but also the clear identification of
Al-generated content. The aim is to protect individuals from being
misled, manipulated, or deprived of meaningful choice,
particularly in consumer contexts. If Al-generated content is not
properly disclosed, parties entering into contracts based on such
content could claim a lack of informed consent, strengthening
challenges to contractual validity.

The EU Al Act, by contrast, imposes sector-specific and risk-
based transparency obligations but does not establish a general rule
requiring disclosure of all Al-generated content. Its framework,
therefore, provides more limited grounds for challenging the
validity of Al-assisted contracts outside designated high-risk
contexts. The result is a divergence: the Convention creates broader
duties to inform, which may enhance individual protections but
also increase the likelihood of disputes over disclosure failures; the
Al Act, meanwhile, prioritizes legal certainty and proportionate
obligations for businesses, at the cost of narrowing the ability of
individuals to contest Al-mediated agreements.

3.5 Channels of Influence: Interpretation, Legislation, and
Policy

As Hueso observes, “The Convention not only has a symbolic
and meta-legal value, but is also a normative instrument, with the capacity
for quasi-constitutional integration into the legal systems of the States
Parties and great interpretative potential. This is why the AI Convention
surpasses dozens of declaratory and soft law instruments that were already
superfluous, innocuous, and even tedious”®. Unlike some instruments
that largely restated aspirational principles, the Framework
Convention stands out as a binding treaty with genuine normative
force. Its distinctiveness lies in combining symbolic authority with
enforceable standards, enabling it to shape domestic legal systems
in a lasting and concrete way.

The Framework Convention may influence domestic private
law through three primary channels. First, interpretive influence:
courts may apply the Convention’s values when construing
existing private law norms, using principles such as fairness,
transparency, and access to remedies as interpretive benchmarks.

65 Hueso (2024).
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Second, legislative adaptation: national legislatures of States Parties
may embed the Convention’s principles directly into private law
reforms, introducing duties of transparency, explainability, and
liability adaptation for Al-related harms. Third, policy
development: the Convention may inspire judicial training, the
drafting of ethical guidelines, and the formulation of regulatory
expectations for private actors—much in the same way that the
European Convention on Human Rights has shaped domestic law
on discrimination, surveillance, and procedural rights.

Chang further stresses that the Framework Convention
seeks to foster harmonization among its signatories while
respecting the diversity of legal systems and regulatory traditions
across jurisdictions. Unlike the EU Al Act, which applies only
within the Union, the Convention has the potential to extend its
influence well beyond Europe®. As Chang notes, “This inclusive
approach reflects a recognition of the inherently transnational nature of Al
technologies and the need for global cooperation in addressing their
challenges. As Al systems increasingly transcend national borders in their
development, deployment, and impact, the limitations of purely domestic
or regional regulatory approaches become apparent. The Al Framework
Convention thus represents an attempt to forge a common legal framework
that can serve as a foundation for more coherent and effective global Al
governance” .

3.6 Outlook

The analysis of consumer protection, data protection, tort,
and contract law demonstrates that the Council of Europe’s
Framework Convention and the EU Al Act shape private law in
distinct but complementary ways. The Convention provides a
rights-based framework that empowers individuals, lowers
evidentiary barriers, and embeds transparency and accountability
with quasi-constitutional resonance. The AI Act, by contrast,
establishes a detailed, risk-based regime that ensures legal certainty
and proportionate obligations for businesses. As shown in Section
3.5, the Convention’s influence extends through interpretation,

66 Chang (2024), p. 87-88.

67 Chang (2024), p. 90. Lebret argues: “as the first global human rights treaty on
Al with a broad material and territorial scope, the Convention represents a
significant initiative to address the transnational effects of AI” Lebret (2025), p.
96.
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legislation, and policy development across diverse jurisdictions,
highlighting its potential to become a transnational benchmark.
Looking forward, however, the integration of the Framework
Convention into private law is likely to be gradual and uneven.
Several institutional mechanisms could facilitate this process: a
Council of Europe Observatory on Al and Private Law could track
implementation, jurisprudential developments, and best practices;
interdisciplinary dialogue among public international lawyers,
private law experts, and technologists will be essential; and
guidance notes, commentaries, and judicial training initiatives
could help domestic courts apply the Convention’s principles
consistently. Over time, such measures may enable the Convention
to function as a practical benchmark for adapting private law to the
age of Al

At the same time, the EU continues to refine its liability and
data protection architecture. While the AI Act imposes clear
obligations on high-risk systems, it has not yet fully addressed
conflicts of law in cross-border Al disputes. EU private
international law could play a decisive role here, as choice-of-law
rules similar to those used in product liability and environmental
tort cases would allow victims to access the most favorable liability
regimes, thereby supporting both redress and responsible
innovation. Strengthening the EU’s regulatory agenda will require
greater attention to the role of private international law in
addressing the extraterritorial scope of Al regulation, cross-border
dispute resolution, and the current lack of direct private
enforcement mechanisms®8.

Nonetheless, the Convention faces significant challenges.
Despite its “legally binding” status, enforcement depends on
national implementation and political oversight, in contrast to the
Al Act’'s robust supranational enforcement through EU
institutions®. Its broad, principle-based provisions may lead to
divergent interpretations and inconsistent application among
States Parties, creating risks of fragmentation. For the private sector,
this flexible approach could complicate compliance for
multinational Al developers operating under different national
rules. Political polarization and geopolitical tensions may further
complicate international cooperation, while technical hurdles such

68 Malacka (2024), p. 144.
6 Chang (2024), p. 97.
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as verifying risk assessments, monitoring global computing power,
or assuring the safety of frontier Al systems pose additional
governance challenges.

From a comparative perspective, the Al Act offers
uniformity, predictability, and enforceability within the EU, while
the Framework Convention extends a broader rights-based vision
that aspires to global reach but risks uneven implementation. For
private law, this means that the Al Act provides clear but limited
tools for individuals, whereas the Convention expands the
normative grounds for claims, though at the cost of legal
uncertainty and potential litigation overload. The future of Al
governance in private law will therefore depend on how these two
models interact: one offering enforceable technical precision, the
other supplying the ethical and constitutional DNA for a human-
centered digital order.

A further dimension of the Convention’s quick influence can
be observed in non-EU jurisdictions, most prominently
Switzerland. On 12 February 2025, the Federal Council published
its long-awaited decision on Al regulation, opting for a strategy
centred on the ratification and implementation of the Council of
Europe’s Framework Convention on Al. Rather than transplanting
the EU Al Act's risk-based model wholesale, Switzerland will
integrate the Convention into domestic law through targeted,
sector-specific legislation, reserving cross-sectoral regulation for
fundamental rights areas such as data protection. To complement
hard law, the government also foresees soft-law instruments such
as self-declarations or industry-led standards, intending to
safeguard rights while avoiding unnecessary regulatory burdens.

This approach reflects Switzerland’s dual objectives:
protecting fundamental rights and public trust while maintaining
its innovation-friendly environment. Yet still, significant legal
uncertainties remain. The absence of harmonisation with the EU Al
Act and the potential erosion of the Mutual Recognition Agreement
on conformity assessment create risks for market access, potentially
obliging Swiss companies to comply with dual regimes. Moreover,
questions persist regarding how sectoral regulation will address
complex private law issues, from tort causation in Al-related harms
to contractual validity in Al-mediated transactions?’.

70 Reinle and Biithlmann (2025).
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The Swiss model illustrates both the promise and the
difficulty of the Convention’s outward influence. It demonstrates
that the CoE instrument provides a viable alternative to the EU Act,
particularly for states outside the Union. At the same time, it
highlights the trade-off between flexibility and legal certainty:
while principle-based regulation may foster innovation, it risks
producing fragmentation and uncertainty until sectoral rules and
judicial interpretations mature. In this respect, Switzerland may
become a test case for how the Convention can shape domestic
private law beyond the EU’s orbit.

4. Conclusion

As the preceding analysis has shown, the governance of Al
cannot be confined to the sphere of public regulation. Private law
remains indispensable in mediating the impact of AI on
individuals” rights and interests. While the EU Al Act provides a
detailed, risk-based framework that is directly enforceable across
the Union, the Council of Europe’s Framework Convention
operates as a normative compass, guiding domestic systems as they
adapt consumer, data protection, tort, and contract law to the
realities of Al In this way, technological innovation is kept
accountable to enduring imperatives of justice, fairness, and human
dignity.

The Convention is not designed as a specialized instrument
for consumer or market regulation. Rather, it articulates baseline
human-centric principles that are binding across contexts. Its
strength lies in setting cross-cutting safeguards, leaving domain-
specific regulation to the EU and national legislatures. This
complementary role ensures that wherever Al is deployed, human
beings remain the ultimate subjects of rights protection. Thus, while
the AI Act supplies enforceable technical standards, the Convention
provides the principled foundation against which those standards
must be measured.

The Convention’s influence on private law is likely to remain
indirect, but it is nonetheless significant. By requiring safeguards
against manipulation, opacity, and unfair treatment, it can reinforce
consumer protection; by insisting on transparency and
accountability, it can reshape doctrines of consent and fairness in
contract law; and by demanding access to remedies, it can lower
evidentiary barriers in tort disputes. Yet, for issues such as liability
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in Al-to-Al transactions, the recognition of Al agents as contracting
parties, or the refinement of consumer law categories, the EU
remains the more likely venue for detailed rulemaking.

At the same time, the Framework Convention aspires to
more than regional influence. Its broader lifecycle approach and
emphasis on international cooperation position it as a potentially
significant instrument for shaping global Al governance norms.”! It
seeks to harmonize terminology, promote cooperation across
jurisdictions, and cultivate a culture of continuous risk assessment,
extending beyond the high-risk categories defined by the Al Act.”?
As Presno Linera and Meuwese argue, the Convention offers a self-
standing normative contribution by embedding principles of
responsible Al into the legal sphere, with the potential to evolve
into concrete rules as courts and legislators operationalize its
provisions.”3

Ultimately, the Framework Convention and the AI Act
should be seen as complementary rather than competing
instruments. The Act supplies precision, enforceability, and legal
certainty within the EU; the Convention offers principled breadth,
flexibility, and transnational reach. Together, they constitute the
dual pillars upon which Al governance in private law can be built,
balancing regulatory oversight with normative direction. Their
combined influence will determine not only how Al is regulated
today but also how law will continue to protect human dignity and
democratic values in the digital age.
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